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DoD started w/stand-alone computers, terminals & custom SW --

Then came PCsw/COTS SW terminal emulatorsand TCP/IP LANS

IBM mid-70's Mainframes with
H I
Rl direct wired “ Terminals’

mid-80’s Mainframes
w/BIU interfaced “TCP/IP LAN”
w/PC-based “ Terminal Emulators’
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Now systems are being built using commercial products &
S/W and connected within | P-based networks

Commercial Services

wireless,
fixed, or
satellite-
based
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Available Capabilities... and Liabilities....

DoD’s Moveto | P will Leverage Commercially

poLIcY

'STRATEGIES

Air Force wires weapons to Web

Plan pushes more info to warfighters

BY GEORGE |, SEFFERS

he US. Air Force is requiring that |
all command and control systems

and weapon systems be wired to
the World Wide Web.

John Gilligan, an Air Force deputy chief
information officer, said that the Web-
enablement policy offers several benefits,
including universal access to data, a re-
duction in persennel and lower costs.

“The intent is really to establish a for-
mal way that we will Web-enable, we
will use XML [Extensible Markup Lan-
guage], and we will use [Internet Proto-
col],” Gilligan said, By using [P to con-
nect the data links, he said the Air Force
will be able to use commercially avail-
able capabilities,

Adr Force Secretary James Roche and
Gen. Michael Ryan, outgoing Air Force
chiel of staff, signed the policy July 9.

Web-enabling technologies and stan-
dards to govern information interchange

and promote greater interoperability,”

the document states.

The mempo calls specifically for the use
of four technologies: IP, XML, URLs and
Web browsers. .

Currently,
most weapon and
command and
control systems
use a plethora of
protocols and are
not always able o

share data. That means the data has to |

be manually transferred from one sys-
tem to another, and sometimes it cannot
even be accessed or found. XML isa “far

superior data exchange protocol,” Gilli- |

gan said.
“The first benefit would be the abili-

tion, We have found that just by provid-
ing a link to systemns, it opens up infor-
mation universally” Gilligan said.

Lt. Gen. JohnWoodward, the other Air
Force depury CIO and the service’s direc-
tor of communications and information,
estimates that operational power is the
isgest benefit from data exchanse. The

with.”

W oodward acknowledged that weapon
systemswired to the Web will be even
mor e vulnerable to information warfare
attacks and said that infor mation will
haveto be assured and additional vul-
nerabilitieswill ssimply have “to be dealt

Federal Computer Week, 10 September 2001, page 46
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The explosive growth of commercial technology and

the Internet hastaken usall for aride...
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Organization’s I nternet-visible “ Faces’ are beng
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TheWrong Publicity Can Be Bad...
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Softwar e problems with security implicationsare

clIcl 1 U LO o TS adll o U XPDOSUIT S5
T
0 Vulnerabilities are security related software problems that could
directly allow serious damage
0 Examples:
— phf, ToolTalk, Smurf, rpc.cmsd, etc.
— Oracle XSQL servlet 1.0.3.0 and earlier allows remote attackers
to execute arbitrary Java code by redirecting the XSQL server to
another source via the xml-stylesheet parameter in the xslt
stylesheet. [9 Jan 01 Georgi Guninski]

0 Exposures are security related software problems that could be
used as stepping stones for a successful attack

0 Examples:
— Running finger, poor logging practices, etc.
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Top Ten Vulnerablllty Types In CVE

Dir. Traversal/Dot Dot

Malformed I nput DoS

Unprotected Privileged Op's

Shel M etachar Quoting

Symlink Following

Format String
| nsecur e Permissions
Weak Encryption

Trusted CGI Form Fidlds

Buffer Overflow |

R 45
] 45

S0

iS?

1540 total CVE entriesand
candidates analyzed
(yes, that’s 100 per month)
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Vulnerabilities Have Been Found in Almost Every

ayawa aAalaaiaara a A a alfa -
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Mail Servers

1st Up Mall Server
All-Mail

ALMail32

Avirt Mail Server
Becky! Internet Mail
CWMall

Domino Mail Server
Exchange Server
Hotmail

Internet Anywhere Mail Server
ITHouse Mail Server

Microsoft Exchange
Pegasus Mail
Sendmail

Security Software

ACE/Server
BlackICE Agent
BlacklCE Defender

Certificate Server

CProxy Server

ETrust Intrusion Detection
GateKeeper

InterScan VirusWall
Kerberos 5

Norton AntiVirus

PGP
SiteMinder
Tripwire

Sample of Vulnerabilities Announced in 1999 & 2000

Web servers & tools
Domino HTTP Server

IS
NCSA Web Server %
Sawmill

WebTrends Log Analyzer

Internet
AFS
Apache

BIND

CGil
Cron %
IMAP

Routers

3220-H DSL Router
650-ST ISDN Router
Ascend Routers
Cisco Routers

R-series routers

Network Applications
BackOffice

Meeting Maker
NetMeeting

Desktop Applications

Acrobat

Clip Art

Excel
FrameMaker
Internet Explorer
Napster client
Notes Client
Novell client
Office

Outlook
PowerPoint
Project

Quake

R5 Client
StarOffice
Timbuktu Pro

Word
Works %
Workshop

DBMSs

Access

DB2 Universal Database
FileMaker Pro

MSQL

Oracle

Development Tools
ClearCase
ColdFusion

Flash %
Frontpage

GNU Emacs

JRun

WebLogic Server

Visual Basic
Visual Studio

BeOS

HP-UX

MacOS Runtime for Java
Palm OS

SunOS

Ultrix

Windows 2000

Windows NT

Operating Systems
AlX

BSD/OS

DG/UX

FreeBSD

IRIX

Linux

MPE/iX

NetWare

OpenBSD

Red Hat
Security-Enhanced Linux
Solaris

Windows 95

Windows 98

Windows ME

Eirewalls

Firewall-1

Gauntlet Firewall

PIX Firewall

Raptor Firewall
SOHO Firewall
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So how do you find out about commer cial software

[lner an OS nevendorsaren’'t going to tell you?
e
Three groups have emerged who share that same curiosity

0 Hackers
— want to find vulnerabilities and exposures so they can exploit

them to gain access to systems

0 Commercial interests groups
— want to be hired to find, or want you to buy their tools to help you

find, the vulnerabilities and exposures
— offer services to come and do an evaluation of your systems

0 Philanthropists
— Include security researchers in various government, academic,

and non-profit organizations, as well as unaffiliated individuals
that enjoy searching for vulnerabilities and exposures
— usually share their knowledge and tools freely

MITRE



Thereare Many Different types of Groups Involved

In Providing I nformation about VVulnerabilities

*Mailing lists, Newsgroups,

Discover :
y and Hacker sites

Ry

eIncident :_Incugﬁnt 55 , AnaIySIS -Academic
_I?esponse an mg D@ " ‘ 7 | _h_ Studies
eams | e 1 ‘ oA i I

ol \ 5 lﬂﬁ’ / R dvisories

Reports S . ‘*Spé ﬁ 'ﬁ
- Vu erabllltles ,‘ /-

u‘ "&%

-

= Collection | sDatabases

o, Newsletters

eIntrusion Detection [ =
Detection T
Systems

Protection |.ylnerability

Assessment Tools

The rule has been, “Whoever finds it, names it”
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| mplications of multiple name spaces for infor mation

on vulnerabilities
e

Y o o Vulnerability Sharing databases and web sites
0 Difficult to correlate data P i S
i I i arachMIDE free IDE database M Vision Network Security Whitehats
aC ro S S m u |t| p I e O rg an I Zatl O n S CERIAS Vulnerability Database | database CERIAS Purdue University
Fyodor's Flavhouse hacker web aite Incse cure O
b ) | g
Cinline Vulneralility Database database Emst & Young s eSecurtvCnline com
— IDS and assessment tools ICAT Meiahese [ froe websie NIST
. . Bugtrag mailing list Database | roailing list database | SecunityFocus com
— Secu rlty tools and fix I"ﬂdmﬁtnrmh _ IJad;cr website | Secunfy, Inc. |
. - SWAT Database atakbase ANENT Technolomes
I n fO r m at IO n . Alert and Advisory Services - From Security Groups & Organizations
— Incident information [Servie Type [ Onganiation
Bugirag e-matl list Eungirag
Cazandm aletts CERLASPurdue Universiby
. . . CERT Advisomes adviromy CERT Coordinanon Center
Cyberblotes moathly newsletier HIPC
34 advi Bindview C 1i
. Peray wigory indview Corporation
C O m p ar I S O n Of tO O | S O r SAFER moathly newsletter The Relay Gronp
AN
il = Protection/Detection S d IDS tools & ¥
databases (Vulnerabilities are [seqf ProfoctionDetection Scanner and 105 todfs & services
t d d iff tl | ecf | Product l'ool Type Organization
counted differently) [sw| [ Centrax scanner/IDS Cybersafe
LEF | CyberCop scanner Network Associates
Dragon 105 Metwaork Security Wizards
HackerShiald scanner BindView Comoration
LANPATROL 105 Metwork: Security Svstems
Rl freewars scanner Fenaud Derason & Jordan Hryo
Alert and Advisory Services - From Software Vendor Groups & Orgamizalions by 0= AXENT Technologies
Seryice Type Organization Hlvstiuard A SP-bascd scanner ualys
1EM ERS advisory LM lSecu DS o Sacants Vi
Microsoft Product Secunty Motification Servace advisory Microsoft Corporation - L il o }“} il
3G1 Seconty Advizory advisory Silicon Graphies, Inc, E."".""]' AT Sj:“]‘l:‘l.iﬂT&l.‘: Lorporation .
Sun-alert alext Sun Microsystems, Inc. I SCANMET Woorld Wide Digital Secunty
e 1IDS DS Clseo Syslems
TAT scanmer Harris Corporation
SWARM seanner Hiverworld, Inc.
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The adoption of CVE Names by the Security
Community Isstarting to addressthisproblem

Metscape: CWE- 1 999-0067

T By 10 |iboniiesming S

Along with the new rule, “Whoever findsit, getsa CVE name for it”




The Vulnerability Information Sharing Process with

- = NNOeve nds it, gets a lallie 1 C

0 Assigning a unigue identifier to each problem
0 Remaining independent of any particular perspective
— Not just a developer’s, researcher’s, tester’s, or analyst’s view
0 A community-wide effort via:
— the CVE Editorial Board, the CVE Advisory Council, and the
organizations adding

) 5 * Mailing lists, Newsgroiups,
CVE names into Discovery il Hacke ritas
their tools,
databases, « Incident gciﬁpt Analysis | « Academic
web sites Response [l Studies

. Teams » Advisories
& services « Incident
0 Publicly open Roports
and shared | |
— Will eventuall .
y AP e Collection | » Databases

publicly Systems \\
known Protection | « yyjnerability

. Assessment Tools
security problems

MITRE



The Common Vulnerabilitiesand Exposures (CVE)

0 An international security community activity
led by MITRE focused on developing a list
that provides common names for publicly
known information security vulnerabilities
and exposures.

0 Key tenets

— One name for one vulnerability or
exposure

— One standardized description for each
vulnerability or exposure

— Existence as a dictionary rather than a
database

— Publicly accessible for review or
download from the Internet

— Industry participation in open forum
(editorial board)

0 The CVE list and information about the CVE

effort are available on the CVE web site at

[cve.mitre.org]

MITRE



The CVE Strategy
T

4. Establish CVE in vendor fix-it
sites and update mechanisms

Commercial S/W Products

Unreviewed
Bugtrags, Mailing lists, Update and Fix Sites &
Hacker sites Update Mechanisms
Discovery Policy .
ime
, — , >
Reviewed Advisories Secunty Products Methodologies
CERT, CIAC, Scanners, Intrusion Detection, Purchasing
Vendor advisories Vulnerability Databases Requirements
Education
1. Inject Candidate
numbers into
advisories 2. Establish CVE at security
product level in orderto ... 3. ... enable CVE to permeate

the policy level.

MITRE



Thelatest organization to start using CVE namesin
their alertsand advisories




The company with the most alertsusing CVE names
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What does CVE-compatible mean?

0 CVE-compatible means that atool or database can “speak CVE”
and correlate data with other CVE-compatible products

0 CVE-compatible means it meets the following requirements:
— Can find items by CVE name (CVE searchable)
— Includes CVE name in output for each item (CVE output)
— Provided MITRE with “vulnerability” item mappings to validate
the accuracy of the product or services CVE entries
— Makes a good faith effort to keep mappings accurate

MITRE



Organizations With Products That Use CVE
as of 15 October 2001

0 These organizations have publicly declared that they are working on
(over 60) CVE-compatible tools, databases, web sites, or services

Advanced Research Corp
Alliance Qualité Logiciel
BindView Development
CERIAS/Purdue University
CERT Coordination Center
Cisco Systems

CS& S Corportation

Cyber Safe

CYRANO

UC Davis

Enterasys Networ ks (bought Network Security Wizards)
Entercept Security Technologies
Ernst & Young

Foundstone, Inc.

Harris Corporation

|ntranode

I ntrusion.com

| nternet Security Systems

LURHQ Corporation
Max Vision Network Security/Whitehats

Up-to-date list at http://cve.mitre.org/compatible

nCircle (formerly Hiverworld)

The Nessus Project

Network Security Systems

NIST

nSecure Software (P) LTD.
NTBugtraq

Penta Security Systems

PGP Security, NA

Qualys

SANS

Security Focus, Inc.

SecurityWatch

spiDYNAMICS

Symantec

Tiger Testing

Tivoli Systems|Inc.

Tsinghua UnisNet Technology, Ltd.
Venus Information Technology Inc.
World Wide Digital Security

MITRE



Examples of CVE-compatible items:
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Examples continued:
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Using CVE in the Enterprise

My scanner can't find CVE-3,

| need to fix these and | need patches for CVE-1
\ vulnerabilities
Security Q‘< CVE-1
. CVE-2
Bulletins CVE-3
—

—————— .

Attack CVE-3

Attack CVE-2

CVE-lison
Attack CVE-1 my networ k
Attacks
*CVE-1: that systemisnot | cvE-1
vulnerable, so don’t send CVE-3
an alert w
*CVE-2: my scanner must @ IDS
wor k well
*CVE-3: my IDS must
work wdl My IDS can’t detect attacks on CVE-2

MITRE




CVE compatibility provides a path for integrating

1O [TatiOr Of HT1E Al co dl |0 XPDOSUT 5
.. - - - =--- -~ =" " "~"= =-="-—/= " """ == == "= "7V |

Software
Vendor Alerts

IDS
Signatures DB

Vulnerability
Scanner DB
Security Advisories
& E-mails

Software Vendor
Patches &
Updates

Vulnerability Web
Sites & Databases

CVE compatibility means that a tool or database can “ speak CVE” and
correlate data with other CVE-compatible products. MITRE



Example using CVE compatibility to go from

AQVISOriesio Iner an canne D |1 1) S5EeS
e e e

Do my systems Do my tools Does my IDS
have these ‘ test for these have the
problems? problems? signatures?
Popular g':\c;cl)zl i IDS
Attacks -

- CVE-1
Vel | CVE2 T~ CVE-3
CVE-3
CVE-2 CVE-4
CVE-3 \ Tool 2
CVE-4
CVE-3 Sincel can’t detect

CVE-4 exploits of CVE-2
| better be sure that
Tool 1isreal good
at checking for it.
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A CVE-Enabled Process L everages

CVE compatibilit

® EE,

et Agpcation
System
Attack
_..
| I
1 . 1 .
Vulnerability ! L
Scanner
Vg System Database Web
Systems | Servers

@ m Software
Lol Patches &

N Updates
Vulnerability Asoﬁ?gi{gn ¢
Web Site Ii.)!pendr:;r
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CVE Editorial Board

0

0

0

Includes mostly technical
representatives from 30 different
organizations including
researchers, tool vendors,
response teams, and end users

Reviews and approves CVE
entries

Discusses issues related to CVE
maintenance

Holds monthly meetings (face-
to-face or phone)

Maintains publicly viewable
mailing list archives

[cve.mitre.org/board/archives]

g

Netscape: COmmon YUInErabItIES and EXpOSUres ==

.. Badk Forwird Reload  Home  Search  Dulde  Imaxs  Print  Securily  Siop

-
i Plets ite \& Irmp'.l'.-’uwrnm argsbozFiSbnardmemcers Mmil |

A

[EDITORIAL BOARD

MEMBERS
MAL ARCHIVE
MEETINGS

CVE HOME
AEOUT
NEWS AMD EVENTS

Common Dulnerabilities and Exposures

The Key to Information Sharing

Editorial Board Members

Academic [ Hetwork Security
Educational Analysts

Matt Bichap - LIS Oawis Eric Zala - Vicks JT
Pazcal Meunier - CEAIAS kally Cappar - Ganeiry

#“lan Paller - SAMS
Amn= Spafford - CFRTAS

Cther Security Experts  Intrusion Detection

ERARAT
g BRI Larry Sliwer - L2 E:(pErtE
adam shostack - Jere-#newdad)
R Sprteees e Shuart Btaniford - Saficee Dafanre
PRESS VIEWT Skeus Martheutt - 20005
FREE NEWWSLETTERS .
P Toal Vendars Incident Response
= Amcy Balinsky - Ciros Teams
Seoks Blaks - Sisdlisw
Tirn Collins - #78 Kan frrastrong - CaslERT
Faznzud Daraizan - Me Marsas Eill Fithan - cERTACD
Pt Shawn Heman - GERTACT
John Flowers - Hiveruorld - Neuw as Soott Lawlar - OO0-CEAT
of riarch ¥, 2001 John Ahedes - O0E-CIAC
#Andre Fred:fh - I53
Kart Landfiald - ifodssurs, Tes ; :
Jires Mag dich - 5 S peuety, Wabue Infarmation Providers
M s peinte
Cravid Mann - Sindlfism Rusc Coapar - MT8agtneg
<raig Ozandn - £pmanbes Elias Lawy = Sacuwdy Foous
Paul Procoar - Cpéersadfe Patar Mall - debiongd inshbube of
Mik= Prosser - Sparssb=c Stanaards s Tachualagy (WTET)
Marcus Ranum - MR Ronzan Mouyen - Smsb & Yeurg
Tam Stracenar - Hirarwons Fan Williams - eSecwtpOndice. com
Bill Wall = Saeeis
Hauin Zlasa - i
MITRE
S
Sth Ware VEI"IdCIr‘S #tawe Shristay [Moderabor)
= - Cavid Baker
Trap Ballinger - 70k Williarm Hill
Taspar Dik - San Micraspstems MITRE Wab Sita
Crawid Lebl - ifiresoft |
-
EE o e P 2
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Wherethe CVE List comesfrom

AXENT, BindView, . Legac_y Hiverworld, SecurityFocus,
Harris, Cisco, CERIAS Vumerab”'ty Submissions Databases ISS, NAI, Symantec, Nessus

Alerts &

New Submissions CVE Content Advgfl%nes
_ Team . h
150-300 per/month r;;ffr«l__.:-li'-_ g 3 i- per/ m::wt
R =5 B gﬁ% JP e
Vulnerabilities el R Ea : E i ‘ o |
™ A %* S T
: - T B

. H -

2 ) cvE
- , Candidates

g 1880

ISS, SecurityFocus, " N
Neohapsis, NIPC CyberNotes B

||-'||4
Ll 4 4

Ad r o

Editorial Board__ ___J

MITRE



B Candidates
BCVE Entries

3500 7
3000 7
25007
20007
1500 7
1000 7

5007

res
:
O
L]
>
O

(as of Oct 15, 2001)

1604 entries

Status

MITRE

» 1880 candidates



Major CVE Milestones

First First Candidate Number _
Face-to-face Board Candidate in CERT Advisory Candidate Numbers
Editorial CVE Booth Boston  Consultation | RIS SANS Top | 1000 in SGI
Board attended by Globe onDDoS | 1i ol Ten List Board Meetin CVE and IBM
e Board Members  Article Roadmap | 0o Released in Denver g Entries Advisories
1/99 9/99 | 11/99 | 1/00 | 3/00 5-6/00 7/00 | 9/00 | 11/00 | |
5/99 10/99 12/99 2/00 4/00 6/00 | 8/00 | 10/00 | 12/00
First First CVE Databases Candidates II\B/I?ert(ijng at AXENT Voting Web Site CVE Booths
CVE Version Contributed on CVE | for Board at SANS, NISSC,
Presentation | =i i=cecd by Board Web Site SANS Technology Members and FedCIRC
Members L eadership Award
CVE Presentation at
CVEBoothat  CVE paper CVE NDIA CVE
InfoSec World  published in Presentation Sys Eng Conference Presentation
| DoD’s at AFCEA at RSA
Candidate Number in CrossTalk Federa DB CVE Booth at Conference CVE Booth at
Microsoft Advisory Magazine Colloguim SANS proposed SANS
1/01 3/01 5/01 7/01 9/01 11/01 1/02 3/02 | 5/02 |
2/01 4/01 6/01 8/01 10/01 12/01 2/02 4/02 | 6/02
Candidate Board CVE CVE Candidate  CVE Booth CVE
Numberin  Meetingin  Presentation Presentation Number in FIAC Presentation at
COMPAQ Austin at DoD at BlackHat HPand | QualityWeek
Advisory Software Cisco CVE paper Europe 2001
] Technology Advisories  publishedin |
First CVE- Conference | |EEE’s CVE
compatible & S ES . COMPUTER Booth at
Service DOE Top 20 List Magazine InfoSec
Securit Released World
X MITRE

Conference




CVE Web Site Statistics

80000

UniquelP's
CVE Downloads 70000
Candidate D/L

60000

50000

Notes 40000

* Referers: Search 30000
engines, security

tools, databases, 20000

security advisories, 109900
college campuses

* Main countries:
Japan, France, UK,
Canada, Germany,
Korea, etc.

o
|

Oct 1999
Nov 1999
Dec 1999
Jan 2000
Feb 2000
Mar 2000
Apr 2000
May 2000
Jun 2000
Jul 2000
Aug 2000
Sep 2000
Oct 2000
Nov 2000
Dec 2000
Jan 2001
Feb 2001
Mar 2001
Apr 2001
May 2001
Jun 2001
Jul 2001
Aug 2001
Sep 2001
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SANS Institute 2001 Top Ten uses CVE names
...another step down the polic

‘2. Mulnerahle CGI programs and application extensions (e.y., ColdFusion] installed on weh servers.

lost web servers suppart Common Gateway Interface [CGI) programs to provide interactivity in web pages,
such as data collection and werification. Many web servers come with sample CGl programs installed by default.
Unfortunately, many CGI programmers fail to consider ways in which their programs may be misused or
subverted to execute malicious commands. Yulnerable CGl programs present a particularly attractive target to
intruders because they are relatively easy to locate, and they operate with the privileges and power of the wehb
senver software itself. Intruders are known to have exploited walnerable CGI programs to vandalize web pages,
steal credit card infarmation, and set up back doors to enable future intrusions, even if the CGI programs are
secured. When Janet Reno's picture was replaced by that of Adolph Hitler at the Department of Justice wehb
site, an in-depth assessment concluded that a CGl hole was the most probable avenue of compromise. Allaire's
ColdFusion is a web server application package which includes walnerable sample programs when installed. As
a general rule, sample programs should always be removed from production systems.

Systems Affected:
Al web serers.

CVE Entries:

** Sample CGI programs (Al CGI)

Remedy:

Remove all sample CGl programs on a production server.

L AN-1999-0735(24 0, Microsoft Site Server 3.0, which is included with Microsoft Site Serer 3.0 Commerce

Edition, Microsoft Commercial Internet Systern 2.0, and Microsoft BackOffice Server 4.0 and 4.3)

[see http e microsoft. comitechnetisecurty/bulletindms99-013.asp )
Remedy:
Apply patch at © fip:Mftp.microsoft. comdbussysfiisdis-publicfixes/usa’viewcode-fix/

CWE-1993-0057 Y phf phone book program included with older NCSA and Apache server)

CVE-names™

http://www.sans.org/topten.htm

CWE-19993-0083 ['mylog.html' sample script shipped with the PHF/FD
CWVE-1999-02700IRX 6.2, IRIKB.3, IRIXB.4)
CWE-1999-0346 [sample script shipped with the PHR/FI package)

CE-2000-0207 AIRME B.5)

MITRE



FBI/SANS Institute 2001 Top Twenty uses CVE names
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Note 2. CVE Numbers
e You'll find referencesto
' and Exposures) numbers
also see CAN numbers. (
entries that are not yet ful
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Defense Science Board Report on Defensive | nfor mation

Operations callsfor CVE-compatible Products

Protecting the Homeland

Report af the
Defense Science Board Task Force

oan
DEFENSIVE INFORMATION CIPERATIONS

2000 Summer Sty
Vodime I

March 201

DOiffice of the | ndersecrviary of Defeass
For hequision, Technobey. and Laghiies
W ki, ILC. J981-5140

| Furthermore, preference should be given to products that are
Compatible with the Common Vulnerabilities and Exposures (CVE) list. CVE isalist of
Information security vulnerabilities and exposuresthat aimsto provide common names for
Publicly known problems. The goal of CVE isto make it easier to share data across separate
Vulnerability databases and security tools with a* common enumeration.”

http://www.acq.osd.mil/dsb/tfreports.htm MITRE




CVE HasBecome Part of Product Comparisons...a

SLCD UOWTI trier Oau Ol PO

Vulnerability Scanner Features
Axent Internet Network
Technologies Security Systems Associates World Wide
NetRecon 3.0 + BindView eEye Digital Internet Nessus Security CyberCop Digital
su7 HackerShield ~ Security Retina Scanner Scanner Scanner SARA Security SAINT
Price Starts at $19.95 per Starts at Starts at Free $32 per node, Free Free (report
$1,995 1P scanned $1,145 $2,795 $2 252 server generator starts
at $100)
Platform Windows NT = Windows NT =~ Windows NT = Windows NT Unix Windows N'T Unix Unix
Workstation

Built-in automatic signature @ (download [ ] . ] @ (download L] ) O
update feature from Web) from Web)
Seans-for-tostvoinerabiities = v > - ” > 7
CVE cross-references 0 @ > ° 0 ) ®

fefid it , < < » = = , =
Open source ) ) 0 ) [ 0 ° ]
Command-line automation 0 0 ) L ® (] ® (]
Integrates with a data- ® (Enterprise 0 ) ° o] ® (Security ) 0
management suite Security (ISS SafeSuite) Management

Manager) Interface)

Capable of custom security checks ) ) 0 0 ® (NASL) ® (CASL) L) °
®Yes (O No

Network Computing Article “Vulnerability Assessment Scanners” (1/8/2001)

MITRE



CVE Enables Detailed Product Comparisons

NETWORK IDS FEATURES
L Computer Ininsioncom W Sesu ity Symamec
Senure Asnciates LyberSafa Enleasys Serahel  BleckICE Santry 13 Metmork |nénnien etF rowder
D525 el Centrax 2.4 [iragon 43 P 3.2 25 Poslfpore 55 Deedion Snert 1.7 15
Fatform Bpplizne Windoes K1/ Windoas  Appliance, B0, Applience, Windows NI/ Selars, Appliance BSI, Limu, ‘Windoers
ol NI/200 Limurx, Sodaris Limre 200 Windoess NI/ Solars, NI 2000
2000 Windoeas NI
Held wp on the Bruissmest W M N ¥ Y it ' Y fon final W N
L]
NIDS/HIDS agents YN LEL ¥ YAy ¥/ Y/N Y AN Y/N bV
Integrated HIDS./NIDS management N (/1 ¥ Y L) L] e LI (] ¥
platherm:
Integrates with file intsgrity eheskers N N ¥ ¥ N N ¥ N N N
SNMP traps for intagration into N M ¥ Y Y i g ' M o
managemant platisem
Back-end datahase API ] N ¥ ¥ ¥ ¥ N ¥ F ySOL) N
Maragement platform (sonsole) Windows Windows Winioes Unke Limze el ‘ndows ‘Windows (41 Hindzes
KT/ 2000 KIC2000 NI/ HI00 NI/ 000 NI/ 000 KT 2000
Remede sensor management CLIACSP Windows Vindoss CLIWety el Windws Gl Lomole i Windee:
NIF2000 NI/20m NIH000, Web N1 2000
Steaith mode {unbound sniffing NIC) ¥ N W ¥ ¥ i Y o ¥ i
Frag reassembly ¥ N N ¥ ¥ i Y s ¥ N
TP stream reassembly ¥ M N ¥ ¥ i o ¥ A N
CVE eross-referemss M N ¥ ¥ N i N N ¥ (i Whilzhats) l
Customizable signatures ¥ ¥ N Y Y M W A i g
Update fraqueney Ouartedyend ~ Beneeded  (uanerly and Weazkly Waninly Msneedid  Querteryand s nened Daly WA
E5 Naaged maifing it s reledries
¥ ¥ Y Y ' N ¥ W
NETWORK IDS SIGNATURE RESULTS
Kil connection ~ SMITF, paging, ~ E-mai, SNMF  E-mail pager,  F-meil OPSEL,  F-mail, peger, Kone E-meil, peges,
Crxa Intresia pcen [ R Sty Symanks SHUP, syslog, SHMPseipt | TCPGILSNMP SR snpt  buikin  SNMP, st
N Soogm [ Sowolpt  BlaiCHSoairy S MM hmsm MeiFimiks saripl Blocking g
Araz o i, of packsa ms2s Dwangon 4.2 Pred i Reaffecunn 5.5 Detisction Saan 1.7 ki ‘:dﬁﬂllfi-
akert o Lueent
AMn OWE- 1R n ¥ ¥ M ¥ ¥ N ¥ N firesseil, peging,
His V- 1E-10M0 i ¥ L M ¥ ¥ ¥ ) ¥ asm
¥ Y Y W ' R (] A
WU-FTR ONt-10-0053 o L] T L} M ¥ ¥ ¥ L]
N if ¥ Y N N i W
SHINF wiribe LRR-1HE3E 1] 1 M ¥ M N ¥ ¥ N N N ¥ N ¥ N N i N
Guest. SME login LAA-1980-0510 1 M ¥ M L L) N ¥ N Low/mediuny | Sspoms’ | oe/metumd Win/uspons/ Lowmedim/ | Infofmsrsing’ | Mo Low/mesumd
AP oo 10005 F| ¥ W - M ¥ W ¥ M high probe/altacks’ high SEFIOLEErY high allackfpmer tigh
Lailuresam- sricus/oriticel
PHF CVE- 10330067 w k) 1 ¥ L L) ¥ ¥ ¥ premie i
Unicadz TN 2000-0E34 n ¥ ¥ M ¥ ¥ ¥ L ] i ¥ ¥ ¥ i i N L
Someor $960  Server: 38,300 fB.408 Senryidl  Semoc$A005 0 $1250 Cpzn seurea §2,006
115 5 BSAPI CAR-T03 41 11 Y ¥ M M N ¥ ¥ ) b0 fafersl  poluecd$1S000  (ymiane) | dpkrS0R0 | faolsere); | (sppienc) fres) {semor and
Tatal {oul of 9} ] 3 i 5 B T ] 1 Corsie: $3.000  fapphence]; {fwers],  Lomsole free ook}
] lsofwars)  Sermer, $7.500 [l [athwere)
Detect attacks fragmented (Frag-TH) ¥ ¥ Y L ¥ A ¥ N — 52000l
YTl M= MO 20,000 (ppiens)
Tables from Network Computing Article “To Catch a THIEF” (8/20/2001) |
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The CVE Strategy: Where are we? (asof 17 October 2001)
L

4. Establish CVE in vendor fix-it
sites and update mechanisms

» Adding CVE names broached with 11 groups.

Commercial S/W Products

Unreviewed

Bugtrags, Mailing lists, Update and Fix Sites &

Hacker sites Update Mechanisms

Discovery Policy .
ime
, — . >

Reviewed Advisories Secunty Products Methodologies
CERT, CIAC, Scanners, intrusion Detection, Purchasing
Vendor advisories Vulnerability Databases Requirements

Education

1. Inject CVE Names / /

into advisories 3. ... enable CVE to permeate
2. Establish CVE at security the policy level.

product level in order to ... EYNNISYA==Y Top 20 uses CVE names
* 1604 CVE Entries-- « Network Computing IDS & Scanner

1880 Candidates. : .
« 64 CVE-compatible Comparisonsincluded CVE

So far, advisories from
| SS X-Force, Rain For est
Puppy, BindView,

Compaq, SGI, IBM,

CERT/CC, Micr osoft,
HP, and CISCO have
included CVE names.

* DSB Report callsfor CVE compatibility
* Network World IDS Comparison
included CVE coverage

products from 39 groups.
e 14 more from 12 others
In “theworks”.




CVE isthe center of many activities and efforts...

..and it’sstill growino

SANS, |SS,
CERIAS CERT/CC,
° o @ BindView,
| | r Others
>70
Articles
~5
Languages | [ DS
\// Assessment,
Comparison
Press

Tools

Incident
reporting,
Trandations,
“Comprehensive’
info sour ce

Public Databases

Other
Common Problems MITRE



CVE is helping makethe critical task of effective

HT1ET Adll Tlal a1 l"\".!‘
- =" == """ ") ~ T T = "= ]
. ﬂ Network-Centric
Networ k-Centric
Enterprise Warfare
o e Increased Tempo
« Efficiency * Increased L ethality

» Responsiveness

e “Justin Time” Logistics
« Smaller I nventory

» Smaller Footprint

L ess
Tail "

A \  Improved Survivability
v/ /] More « Quicker Victory

i

I =i ]

|
L

Z2/ormation Supenists
co_nd ip-based networks

Commercial-based network-centricism reguires
management of product vulnerabilities VITRE




CVE iseven getting used by Hackers!

*  Atleasttwo |[i.o=
hackersare now =
suppling CVE
namesfor the
vulner abilities
that they find in
thesitesthey

hack into.




And Yes, In CaseYou Wondered...

Bureau of Land Management in California
http://www.ca.blm.gov

VeriSign Inc. Japanese Site
http://www.verisign.co.jp




For Morelnformation

CVE web gite
http://cve.mitre.org
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